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Canada’s fastest growing Indigenous career portal, Careers.Indigenous.Link is pleased to introduce
a new approach to job searching for Indigenous Job Seekers of Canada. Careers.Indigenous.Link
brings simplicity, value, and functionality to the world of Canadian online job boards.

Through our partnership with Indigenous.Links Diversity Recruitment Program, we post jobs for
Canada’s largest corporations and government departments. With our vertical job search engine
technology, Indigenous Job Seekers can search thousands of Indigenous-specific jobs in just about
every industry, city, province and postal code.

Careers.Indigenous.Link offers the hottest job listings from some of the nation’s top employers, and
we will continue to add services and enhance functionality ensuring a more effective job search. For
example, during a search, job seekers have the ability to roll over any job listing and read a brief
description of the position to determine if the job is exactly what they’re searching for. This practical
feature allows job seekers to only research jobs relevant to their search. By including elements like
this, Careers.Indigenous.Link can help reduce the time it takes to find and apply for the best,
available jobs.

The team behind Indigenous.Link is dedicated to connecting Indigenous Peoples of Canada with
great jobs along with the most time and cost-effective, career-advancing resources. It is our mission
to develop and maintain a website where people can go to work!

Contact us to find out more about how to become a Site Sponsor.

Corporate Headquarters:
Toll Free Phone: (866) 225-9067
Toll Free Fax: (877) 825-7564
L9 P23 R4074 HWY 596 - Box 109
Keewatin, ON  P0X 1C0



Job Board Posting
Date Printed: 2024/07/03

Incident Responder (Fraud Threat Management)

Job ID 198790-en_US-8605
Web Address https://careers.indigenous.link/viewjob?jobname=198790-en_US-8605
Company Scotiabank
Location Toronto, ON
Date Posted From:  2024-05-27 To:  2050-01-01
Job Type:  Full-time Category:  Finance

Description
Requisition ID: 198790

Join a purpose driven winning team, committed to results, in an inclusive and high-performing culture.In the role of
Incident Responder, you&#8217;re responsible for responding to account-level threats and attacks at scale. This
includes event and incident triage, threat-actor journey mapping, containment, remediation, and identification of root
cause contributors. You regularly connect with your Fraud Threat Management colleagues to ensure ongoing situational
awareness across the team. Your calm demeanor, adherence to protocols, and industry expertise will inspire confidence
as you safeguard our customers and the Bank.Is this role right for you In this role you will:
- Respond to account-level attacks targeting any of Scotiabank&#8217;s products and digital properties in Canada in
accordance with our incident protocol, incident communication matrix, service-level commitments, and all associated
playbooks. Regularly review and incorporate lessons learned.
- Produce and provide timely incident communications for a variety of audiences in accordance with the incident
management protocol, incident communication matrix, and associated playbooks to ensure awareness and appropriate
levels of engagement as part of response activities.
- Identify systemic issues, reoccurring problems, and identified threats/vulnerabilities to our Fraud Problem Management
function. Ensure these and other root cause contributors are captured within post-incident reviews.
- Work to maintain and exceed established incident management KPIs including mean-time-to-detect (MTTD),
mean-time-to-containment (MTTC), mean-time-to-remediation (MTTR) as measured by event type and severity.
- Intake and triage of events to determine appropriate event type, severity, and prioritization. Provide secondary support
to Incident Analysts on events that require additional review and escalation.
- Identify and recommend changes to cyber-fraud monitoring and alerts that you and your colleagues receive to ensure
ongoing improvements to our early-detection efforts.
- Maintain ongoing awareness of the cyber-fraud threat landscape, including through certification, continuing
professional education (CPE), industry group participation, threat intelligence feeds, and direct research. Based on
lessons learned during incident response, identify suggested changes to our comprehensive incident management
playbooks outlining processes, tools, data, and technology requirements, as well as communications protocols and
cross-functional interaction models.
Do you have the skills that will enable you to succeed in this role We&#8217;d love to work with you if you have: 
- At least one (1) years of hands-on experience within a cyber-fraud or security incident management role.
- Demonstrated knowledge in one or more of: incident management, threat-intelligence, and customer identity &amp;
access management (CIAM).
- Relevant cybersecurity industry certifications are an asset (ex. CISSP, CISM, CISA, GCIH, ITCA, etc.).
- Other relevant certifications are an asset (ex. CFE, CIPP/C, ITIL, etc.).
- Bachelor&#8217;s degree in computer science, cybersecurity, or similar is an asset.
- Bilingual in Spanish is an asset.
What&#8217;s in it for youContinuous learning and advancement via workshops with external providers, courses, and
conferences.&#8239;Lead strategic projects with a significant impact on business line growth.&#8239;A culture that
promotes teamwork and cross-functional collaboration to achieve business goals. Inclusive workplace that values



diversity of thought, background, and experience&#8239;Opportunity to work and collaborate with teams and partners
across different geographies, enriching professional experience and understanding of global payment markets.&#8239;
Location(s): Canada : Ontario : Toronto

Scotiabank is a leading bank in the Americas. Guided by our purpose: "for every future", we help our customers, their
families and their communities achieve success through a broad range of advice, products and services, including
personal and commercial banking, wealth management and private banking, corporate and investment banking, and
capital markets.

At Scotiabank, we value the unique skills and experiences each individual brings to the Bank, and are committed to
creating and maintaining an inclusive and accessible environment for everyone. If you require accommodation
(including, but not limited to, an accessible interview site, alternate format documents, ASL Interpreter, or Assistive
Technology) during the recruitment and selection process, please let our Recruitment team know. If you require
technical assistance, please click here. Candidates must apply directly online to be considered for this role. We thank all
applicants for their interest in a career at Scotiabank; however, only those candidates who are selected for an interview
will be contacted.

For more information, visit Scotiabank for Incident Responder (Fraud Threat Management)


